ISD Security Incident Procedure

Executive Summary

· A Computer Security Incident is identified!  (T= current date)
· By COB of the following business day (T+1 business day), a Security Incident Report (SIR) GSFC Form 24-10 is prepared by the system administrator or end-user of the affected system(s) and submitted to the ISD Computer Security Officer (CSO). The CSO submits the SIR to the Center IT Security Manager (CISM) and the appropriate AETD and ISC personnel. 

· By COB 3 business days after the incident (T+3 business days), a system assessment is performed and completed by the system administrator.

· By COB 5 business days after the incident (T+5 business days), an ISD Management Briefing is held. This briefing identifies what happened and what is the proposed course of action. The outcome is approval for an agreed upon course of action. 

· By COB 9 business days after the incident (T+9 business days), the system(s) are recovered per CISM and ISD procedures.

· By COB 10 business days after the incident (T+10 business days), a Computer Compromise Executive Summary with supporting documentation is submitted to the CISM to close out the incident.
GOAL: The goal is that the whole Security Incident Process from start to finish be completed within 2 weeks.

Detailed Process

1) A Computer Security Incident is identified (T=0) 

a) The CSIM, OIG, FBI, etc. identifies a security incident on a ISD computer system to the ISD or
b) The ISD identifies what it believes is a Computer Security Incident after an appropriate determination with CSO involvement.

2) Prepare a Security Incident Report (SIR) GSFC Form 24-10 (T+1 business day)

a) The system administrator (SA) or end user of the affected system(s) prepares and submits a SIR to the ISD CSO (AH). The CSO submits the SIR to the CISM and the appropriate AETD (RO, JS) and ISD personnel (JH, MIC, HE, and the affected Branch Head and Associate Branch Head). 

i) The SIR can be obtained at http://isd.gsfc.nasa.gov/IscAdmin/SecInc.doc. 

ii) In the event that the CSO is unavailable the SIR should be e-mailed to itsm@listserv.gsfc.nasa.gov. 

iii) The CSO ensures that a NEMS property report is produced for the affected ECNs.

iv) The equipment in question should not be physically relocated until the security incident is fully closed.

b) If the incident is determined to be a false positive, it is closed and no further action is required. This determination is normally made by the CISM.

c) Unless instructions are received otherwise from the CISM, OIG, FBI, etc. an assessment phase will begin immediately. 
3) Perform a system assessment. (T+ 3 business days)

a) This is a SA activity that the appropriate Branch Management will ensure is completed.

b) Run an ISS scan against the affected system(s) to determine current vulnerabilities. 

c) Run any other tools that the system administrator has access to understand the “state” of the system(s). 

d) Generate an Assessment Report which documents ISS scan results, tool results, damage to the system(s), how and why the incident occurred, and the extent of intrusion. Deliver to CSO.

4) Conduct ISD Management Briefing (T+ 5 business days)

a) The CSO has the responsibility for scheduling the meeting and inviting the attendees: JH, AH, HE, BH or ABH, SA, end-user. The CSO has the responsibility for bringing the Assessment Report and any supporting documentation to this meeting.

b) Documentation required

i) Assessment Report

ii) Any additional guidance from CISM, OIG, FBI, etc. 

iii) Recommended course of action for recovery.

(1) This is a mutually agreed upon course of action, documented by the CSO, between the CSO, SA, and end-user.

(2) This course of action could be to follow the CISM recovery procedure for Unix and/or NT

(3) Any other recovery steps that need to be taken (i.e., maintenance updates/patches)

(4) Schedule for completion of recovery procedures

c) Generate a Recovery Plan that is the agreed upon recovery procedure by the attendees. The CSO prepares this report and includes it with the Assessment Report.

d) Unless additional instructions have been received from the CISM, OIG, FBI, etc. a recovery phase will begin immediately.
5) Perform Recovery Procedure (T+9 business days)

a) This is a SA activity that the appropriate Branch Management will ensure is completed.

b) Perform recovery steps as identified in procedure.

(1) If the SA is following the CISM Unix or NT Recovery Procedures, the SA needs to document for each step whether they are in compliance or there is any deviation.

(2) Deviations or exceptions to the GSFC CISM procedures will be documented as part of the Recovery Report.

c) Restore user data as necessary.

d) Re-run the ISS Scan against system. 

e) Schedule and observe Independent ISS Scan by CISM personnel if required.

i) If additional unacceptable vulnerabilities are identified, then correct and reschedule scan with the CISM unless an ISD performed scan is allowed.

f) The SA will produce a Recovery Report that documents the recovery steps that have been performed, documents scan results, etc. and deliver this report to the CSO.

6) Prepare a Computer Compromise Executive Summary (CCES) (T=10 business days) 

a) The CSO prepares and submits a CCES to CISM

b)  Documentation required:

i) Copy of SIR 

ii) Copy of ISS scan performed by CISM personnel

iii) Copy of Recovery Report

iv) Copy of Authorization to Process letter

v) Waivers (as appropriate)

7)  Obtain final closure date from CISM (T=1 business day)  

a) This is a CSO responsibility.

b) This information is transmitted to all appropriate parties and filed with the CCES for this incident.

Notes: 

1. The final package that the CSO is responsible for maintaining includes the following:

1.1. SIR

1.2. NEMS report

1.3. Assessment Report

1.4. Recovery Plan

1.5. Recovery Report

1.6. ISS Scan Report(s)

1.7. Authorization to Process letter

1.8. CCES letter

1.9. Timeline of activities related to the incident

2. There are things outside our control that affect the schedule.

2.1. The CISM, OIG, FBI, etc. may tell us to suspend our process along the line so that they can “monitor the situation”. That kills the end-to-end schedule but we could still track the process accounting for the suspended time. 

2.2. Sometimes it takes weeks to schedule the CISM to have their independent scans run. The CISM has been reluctant to allow self-validation in every case.

2.3. If the independent ISS scan turn up unacceptable vulnerabilities that could require significant time for the SA to repair them.

2.4. The ISD may not have all appropriate ISS keys to run scans against our systems.

3. The ISD Security Incident Process is not used for everything!

3.1. Process is targeted to ISD servers and Unix systems.

3.2. Process is not used for physical break-ins, vandalism, theft, inappropriate behavior, inappropriate data, etc.

3.3. However a Security Incident Report should still be filed with the CSO.

4. Report desktop computer viruses to CSO and desktop service provider (ODIN, etc.). 

4.1. Most ISD desktops are serviced by the ODIN contract.

4.2. In the case of a virus, no Security Incident Report needs to be filed.

4.3. Comment: It is generally the case for the ISD that the installed virus software release/patch lags behind the latest available release on user desktops. 

5. Responsibilities:

5.1. ISD management

5.1.1. ISD management ensures that all Computer Security Incidents are brought to timely resolution and that appropriate visibility across the ISD management team is provided. 

5.1.2. Branch management has the responsibility to ensure that the SAs and end-users supporting the affected system are responsive to the requirements of this process. 

5.2. CSO

5.2.1. The CSO has the responsibility to ensure that the incident report is presented to the GSFC CISM and ultimately is appropriately closed.

5.2.2. The CSO has the responsibility to track the status of the activity with both the affected Branch and supporting SA and end-user as well as the GSFC CISM.
5.2.3. The CSO is responsible for maintaining the complete documentation file.
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