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Prior to granting accounts to foreign nationals and representatives of foreign governments on NASA computer resources, a request needs to be submitted through the cognizance Organization Computer Security Official (CSO) to the Center Information Technology Security Manager (Code 297/hmiddlet@pop200.gsfc.nasa.gov) for investigation and approval.  This process does not apply to Resident Aliens lawfully admitted into the U.S. under an immigrant visa for permanent residence.  (Ref. NPG 1371.2, Procedures and Guidelines for Processing Foreign Access to NASA by Foreign Nationals or Representatives).

The attached form,"NASA REQUEST FOR FOREIGN NATIONAL ACCESS",implements this requirement and is to be:

   1) completed by the individual;

   2) certified by the "sponsor"

   

a) to be correct to the best of their knowledge and

b) that granting access would be in the best interest of the    Government;

3) Certified by the organization CSO that the information category of the information and systems to be accessed by this request to be correct to the best of my knowledge;

4) Approved or disapproved by the Center IT Security Manager (C-ITSM); and

   5) Filed when completed with the System Administrator and the Center         

   Information Technology Security Manager (C-ITSM).

The form and the above procedures follow the guidance in the NASA Procedures and Guidelines (NPG) 2810.1.

For Programs and Projects of a short duration (6 months or less), submit a letter to the C-ITSM which:

  1) describes the program/project;

  2) summarizes the protective measures on the accounts to be assigned;

  3) identifies the duration of the accounts;

  4) lists the individuals' name, Current citizenship, and Visa number or                            

  other documents that permit them to be in the U.S.: and

  5) Requests the C-ITSM approve by concurring on the letter.

NASA REQUEST FOR FOREIGN NATIONAL COMPUTER ACCESS

1. BACKGROUND DATA (Please print or type information.)

* Personal

  Full Name: ____________________________________________________________

  Birthdate: _________ Birthplace: ______________________________________

  Current Citizenship or country: _______________________________________

  Social Security Number, if available:  ________________________________

* Permits

Passport Number; place & date of issuance: ______________________________

 Visa number/type; place/date issued; expiration date: __________________

  Alien work permit, if applicable: _____________________________________

* Representation

Reference any international partnership agreements by name/date:

_________________________________________________________________________

Reference U.S. Govt Agency or NASA Center sponsor by name/date:      _________________________________________________________________________

2.  NATURE OF REQUEST (Please print or type information.)

* Hardware to be accessed:

Specific computer system(s) name or title & their Information category(s):

       _________________________________________________________________________ 

_________________________________________________________________________

 _________________________________________________________________________

Specific access locations (GSFC building/home/university): ______________

_________________________________________________________________________

_________________________________________________________________________

* Files/Applications to be accessed:

File/Application       Information   Level of Access         Data Owner

Name                   Category       Requested      Name & Organization     =========================================================================

_________________________________________________________________________

_________________________________________________________________________

* Access period requested:

  Start                        Termination

  Date: ______________________ Date: ___________________________

3.  JUSTIFICATION FOR ACCESS (Please print or type information.)

· State Exact nature of assignment requiring computer access:  

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

4.  SECURITY CONTROLS TO BE IMPLEMENTED/ USED (Please print or type  information.)

· Physical access controls to facilities and hardware (such as escorted, locked area, restricted periods, none, etc.):
_________________________________________________________________________
_________________________________________________________________________

_________________________________________________________________________

· File & system access controls (i.e., passwords; read, write, execute controls; etc.):

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

· Physical, administrative, and automated monitoring (i.e. login logs, file Access logs, sign in/out sheets, etc.):

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

5. CERTIFICATION/CONCURRENCE 

· Foreign National:

  I understand and intend to comply with the statement below.

Unauthorized use of the computer accounts and computer resources to which I am granted access is a violation of Section 799, Title 18, U.S. Code; constitutes theft; and is punishable by law.  I understand that I am the only individual to access these accounts and will not knowingly permit access by others without written approval.  I understand that my misuse of assigned accounts, and my accessing others' accounts without authorization is not allowed.  I understand that these system(s) and resources are subject to monitoring and recording. I further understand that failure to abide by these provisions may constitute grounds for termination of access privileges, administrative action, and/or civil or criminal prosecution.

________________________  ___________________________________  __________

   Name (Print)          

Signature







Date  

· Sponsor:

I certify that the information in this request to be correct to the best of my knowledge and that granting access would be in the best interest of the Government.

_________________________ ___________________________ _________ ________

Name (Print)              
Signature          

  Date   Org Code

· Computer Security Official(CSO):

I certify that the information category of the information and systems to be accessed by this request to be correct to the best of my knowledge.

________________________ _________________________ __________ _______

Name (Print)               Signature                    Date    Org Code

6. Center IT Security Manager (APPROVAL/DISAPPROVAL) 

I __________________ this request for access.

_________________________ ________________________  _________ _______

Name (Print)         


Signature         

   Date     Org Code


